npasun
MHPOPMALLMOHHOM
6e3onacHoCTH

HAOEXHbIE MAPONY 01

HEOBXOOWUMO: HE PEKOMEHAOYETCA:
~C034aBaTb NEPCOHAaNbHbIE (YHUKANbHbIE) X Vicnonb3oBaTth NOBTOPEHUSA CUMBOMOB

Naponu K pasHbIM cepBucam
x XpaHuTb naponu Ha ByMaxHbIX HoCUTeNax

+ Ncnonb308aTh C/IOXKHbLIE Maponu: MuHumym 10 :
CUIMBOMIOS, OOHOBPEMEHHO LMMPLI, CTPOUHbIe X VICMONb30BaTh B Ka4YeCTBE NApONsA CBOW NOrutk

Vi MPOMUCHbIE CUMBOALI, 3HAKM MYHKTYaumm 1 (MMa nonb3oBaTens, y4eTHas 3anucb, HIKHeV

opyrie CMMBONbI
APy % CoxpaH#ATh Naponb aBTOMaTUYECKH

+ [loBEPSATE TONBKO NPOBEPEHHBIM B Opaysepe

MeHeOXepam Naponeu
e X Wcnonb3osaTth Grorpaduueckyio

nHhopmaumio B napone

BE3OMACHbIW WI-FI Q2

+ OTKNIO4NTE 00WMIA focTyn K cBoenr Wi-Fi BBOAWTL CBOM IOMMH 1 Mapo/s OCTYNa K

_ O4Ke, 4axe ec/in y Bac «0esMMUTHBIN> YYETHOI 3anucy (CTpaHuLe) nu cucteme
NHTEepHeT B6aHKOBCKOIro 06C/1yX1UBaHUSA Npu

NOAKMYEHUM K BeCnNaTHbIM (OTKPbITbIM)

Toukam Wi-Fi B kathe, TpaHcnopre, TOproBbix

ueHTpax un T.4.

x

+ cnonb30oBaTh HaOEXHbIM (CM. Bblle) Naponb
ansa goctyna K sawen Wi-Fi Touke

2

+ [NeakTMBMpPOBAaThL aBTOMAaTUYECKOE
NOAKMKOYEHNE CBOMX YCTPONCTB K OTKPbLIThIM
Wi-Fi Touykam

MPOBEPEHHbIE EPAY3EPDbI M CAUTDI Q3

+ lcnonb3oBaTe cneuranbHoOe NporpaMmHoe X [MepexogunTb NO HENPOBEPEHHbBIM CChINKaM
obecneyeHue (aHTUBUPYC, paclMperne ansa B
Spaysepa), 4ToBbl M36exaTh NOCELEeHNS X BsoauTb UHOPMaUMIO Ha canTax, ecnu

COMHUTENbHbIX CAalTOB coegnHeHne He 3awnuieHo (Het https n a )



npasun
NMHOOPMaLMOHHOMN
6e3onacHoOCTU

BE3OMACHOCTb 2NTEKTPOHHOM MOYTDbI

HEOEBXOOWUMO:

MogknioYnTe ABYXMNAEKTOPHYO
ayTeHTnmuKauno

Mcnone3oBaTe MUHKUMYM 2 Tuna e-mail
a[PECOEB: 3aKpPbIThi (TONMBKO 4N8 NPUBA3KU
YCTPOWCTB W CPeacTe UX 3aliunTbl) u
OTKPLITEIM (ANS Nepenucky, Moanucok 1 7.4.)

s/lcnone3oate CINAM-neTpbI

X

X

IGROUP|iE|

Q4

HE PEKOMEHOYETCSA:

PearvpoBaTb Ha NMCbMa OT HEU3BECTHOr o
oTnpapuTens: CKopee BCero ato cnam nunu
MOLWEeHHWKK

OTKpbIBaTh NOAO3PUTENBHOE BIOXEHNE
K MUCbMY: CHavana No3BOHUTE OTNPaBUTeNto
W y3HanTe, 4To 3TO 3a hann

UCNONBb3OBAHUE NMPUTOXXEHUN, COLLCETEM U MECCEHO)XEPOB K@

YcTaHaBnMBaTte NPUIOXKEHNSA TOMbKO
n3 PlayMarket, AppStore nnn 13

DOBepPeHHbIX MCTOYHNKOB

Ob6palats BHUMEHWE, K KakKUM (DYHKLUMAM
rapgxerta NpunoXeHue 3anpalwmnsaeT 4ocTyn

OOmeHMBaTLCA COOOLUEHMAMM B COLCETSX U
MecceHaxepax, TONbKO NOMHOCTLIO
YOOCTOBEPUBLLMUCE B NTNYHOCTH
cobecepHuKa. He pearnpysa Ha
COMHUTENbHbIE NPOCLObLI 1 NPeaNoXeHnUs

3ALUTA JAHHbIX BAHKOBCKOW KAPTOYKM

XDAaHWTL B TaWHE NUH-KOO KapThl

MNpukpbiBaTe NAA0HBIO KNasuaTtypy npu
BBOAE NMUH-KOAa

OthopMUTb OTAENEHYIO KapTy Ang
OHNANH-MOKYMNOK U He AepXaTb Ha Hen
Sonsline CymMmbl

Wcrnone3oeaTte yenyry «3-D Secure»
N NUMKUTBI H8 MaKCUManbHble CyMMbl
OHNamH-onepaunn

CkpbiTe CVV-Kog Ha KapTe (Tpex3HauHbIn
HOMEpP Ha 0OpaTHOW CTOPOHE),
npegBapuTenbHO COXPaHue ero

X

X

PazMellaTb NepCoHanbHY U KOHTaKTHYIO
nHhopmaumo o cebe B OTKPLITOM AoCTyne

Vicnonb30BaTtk yKasaHue reonokauuu
Ha (hoTo B nocTax

OtBeYyaTb Ha 06MaHbIE BbIPAXEHNS
N arpeccuio B CouceTax — Ny4yle Hanuwmre
06 3TOM agMuHUCTpaTopy pecypca

YnoTtpebnaTe HEHOPMAaTUBHYIO NEKCUKY
npun obweHnm

YcraHaBnmBaTh NMPUIOXKEHUA C HUSKUM
PEATUHIOM U OTPpULATENbHBIMKX OT3bIBaAMM

06

XpaHUTb MUH-KOA BMECTe C KapTo4Koi /
Ha KapTouke ;

Coobuats CVV-kog unm oTnpasnaTb
ero ¢orto

PacnpocTpaHAaTb CBOW NACNOPTHbIE AaHHble
(MHMOPMaUMIO IMYHOIrO XapakTrepa, Homep
MOBUNBLHOrO TenetoHa), «NOrnMH» N «<Napob»
JocTyna K cucteme «MHTepHeT-0aHKUHM

CoobulaTh gaHHbIe, MONy4YeHHbIe B BUae
SMS-coobLeHnit, ceaHcoBble Naponu, Kkoa
agTopusaunu, napons 3-D Secure v T.4.



